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“Cybersecurity now dominates 

the priorities of every 

organization as each adapts to 

a post-COVID 19 world. Remote 

workers identities and devices 

are the new security perimeter. 

This is what Zero Trust 

Security was designed for, and 

the post-pandemic world is its 

acid test and crucible.”  

(Forbes) 

Securing data, identities, and access across 

multicloud and on-premises environments  

Managing risk associated with increasingly 

sophisticated attackers that target mobile devices,  

at-home workers, and specific industries and countries 

Meeting rapidly changing mandates for  

governance, risk, and compliance 

Integrating fragmented systems for maximum 

security, productivity, and profitability   

Lacking resources with skills and experience  

to digitally transform and continuously secure  

business operations  

CYBER CHALLENGES 

The ‘new normal’ accelerates demand for digital 
and security 
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Loss of visibility, control and 

data through shadow IT, 

unknown APIs and interfaces. 

Lack of governance or control of 

hybrid infrastructures, cloud and 

applications. 

New style of protection 

Less enforcement and control 

over enterprise data access from 

a myriad of uncontrolled 

identities and devices sharing 

applications and systems 

increasing risk, complexity 

Inability to detect advanced 

threats and incidents, impacting 

detection time and remediation 

across a growing number of 

attack surfaces. 

Rapid growth and exchange of  

data with lack of classification 

and protection at scale leading 

to loss. Insufficient governance 

and enforcement leading to 

noncompliance and fines. 

Access Audit Authorize 

Visibility Policy Controls Privacy Protection 
Managemen

t 

Detect Respond Remediate 

Pervasive Mobility Hybrid Infrastructure 

Modern Workflow Big Data Analytics 

 

 

 

USER

S 

 

 

 

DATA 

 

 

 

APPS 



April 23, 2022 4 © 2021 DXC Technology Company. All rights reserved. 

Maximize security with “zero trust” 

“Zero trust security models assume that an attacker is present 

on the network and that an enterprise-owned network 

infrastructure is no different, or no more trustworthy, than any 

non-enterprise-owned network.” 

NIST Special Publication 800-207 

Zero trust IS: 

i. A framework/model 

ii. A way of security 

management 

iii. The most robust security 

implementation 

outcome—  if done 

correctly 

Zero trust is NOT:  

i. No trust 

ii. A product 

iii. Just about identification 

or microsegmentation 

 

 

Zero trust security protects your: 

• Infrastructure (cloud, servers, containers) 

• Identity (users, bots, applications) 

• Data 

It does so by: 

• Stopping unauthorized lateral network access 

• Providing the least necessary privilege to authenticated 

users based on their location 

• Quickly identifying security breaches based on  

non-conformance to approved workflows 

Before implementing zero trust: 

• Consider the maturity of your cybersecurity posture  

• Be generally aware of how your assets are being accessed 

• Recognize that your security management posture must 

change from detection to pre-emptive enforcement 

• Acknowledge cultural changes within your organization 

THE NEW 

APPROACH 

Do not trust by 

default - verify 

everything. 
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Security Risk 
Management 

Gain full visibility of people, processes and 

technology security risks to make better 

business decisions 

CHALLENGES 

• Widening security posture gap and security budget 

prioritization 

• Understand , measure, monitor security risks 

• Demonstrate internal and external compliance  

SOLUTIONS 

• Security strategy & architecture 

• Cyber Maturity Review 

• Risk and compliance management 

• Regulatory compliance 

• Governance and privacy 
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Digital Identity 

Enable people and machines to securely and 

accountably access data and services 

 CHALLENGES 

• Regulators and consumers expect privacy 

• Digital transactions need trusted identities 

• Weak credentials cause most breaches  

• Poor customer journeys due to authentication 

SOLUTIONS 

• User provisioning 

• Access management 

• Multifactor authentication 

• Privileged account management 

• Identity governance and administration 
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Cyber Defense 

Defend your enterprise from security 
breaches by quickly detecting and rapidly 
responding 

CHALLENGES 

• Threat landscape continuously expanding  

• Volume of security incidents significantly increasing 

• Slow response to threats exponentially increasing 
enterprise risk 

• Lack of skilled security staff to handle the volume 

SOLUTIONS 

• Security detection, including IT, OT, and cloud security 
monitoring 

• SOC/CERT services 

• Incident response 

• Vulnerability management 

• Cyber assurance 

• Security awareness and training 
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Secured Infrastructure 

Secure applications, infrastructure, and 

endpoints from exploitation 
 

CHALLENGES 

• Applications are most vulnerable to attack 

• Exponential growth in the number of endpoint devices 

connected  

to the network 

• Vulnerabilities exist in devices, servers, network, and 

cloud 

• Expanding array of tools needed to secure all layers of the 

infrastructure 

SOLUTIONS 

• Infrastructure and network security  

• Endpoint security 

• Cloud and OT infrastructure security 
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Cyber Reference Architecture - An example 

Physical Security (PS) 

Security Resilient 

Architecture (SRA) 

Cyber Defense (CD) 

Converged Security (CS) 

Risk & Compliance 

Management (RCM) 

Resilient Workforce (RW) 

Security Orchestration (SO) 

Strategy, 

Leadership 

& Governance 

(SLG) 

Identity & 

Access 

Management 

(IAM) 

Infrastructur

e & Endpoint 

Security 

(IES) 

Application

s Security 

(AS) 

Data 

Protection & 

Privacy 

(DPP) 

Forensic and incident 
response tooling 

Security incident response 
and remediation management 

Security information 
and event management 

Asset management 

Security 
analytics 

Threat  
intelligence 
and profiling 

Digital  
investigation 
and forensics 

Vulnerability 
management 

Context and behavior 
layer 

Intelligence layer Threat sources  
layer 

Operations layer 

Controls layer 

Strategic layer 
Actionable security and 
threat intelligence 

Correlated events 

IT  
events 

OT 
events 

Physical 
events 

Containment, clean-up, eradication, 
disruption, and remediation  
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Integrated security that grows with and supports today’s business  

Encrypt, monitor and verify everything  Secure the ‘new normal’ 

As enterprises adapt to changing business models, security is now top of mind to 

protect and grow your business with confidence.  

Defend against today’s cyberthreat landscape with a recognized leader in managed 

security and data protection services. DXC works quickly to help you:  

• Automate processes to prioritize threats, incidents and vulnerabilities  

• Validate and remediate security gaps quickly through orchestrated workflows  

• Protect against growing threats through comprehensive threat hunting  

Build a secure digital foundation that accelerates detection and response of security 

incidents, ensuring efficient management, remediation and visibility into the 

enterprise’s security posture.  

40% 
of Fortune 500 firms use 

DXC’s security services 

 

24x7 
monitoring, detection 

and response 

3,500+ 
DXC security professionals 

1M+ 
cyber incidents  

managed per month  

 

 

5 
continents 

Security 

operations 

centers on 

Accelerate your ability to 

secure the enterprise,  

verify digital identities and 

protect corporate data with 

DXC Technology.  

Rapidly 
secure the 
enterprise 
inside  
and out 

Success stories 

“DXC plays an absolutely core role in supporting our operations. It’s more than just keeping the lights on. It’s about ensuring that we protect the value that we 

have created through the implementation of digital solutions.” — Francisco Fraga, CIO, Campbell Soup Company  

 

For a major healthcare non-profit organization, DXC successfully applied defense-level security to protect patient data. “By achieving cyber confidence, 

we’re improving the organization for all of our stakeholders.” — Healthcare system CISO  

 

“DXC’s platforms have enabled the company to change with the times. The systems have allowed us to securely add capabilities, including e-commerce, 

digital communication applications and others.” — John Persons, president and COO, Tops Markets  

DXC’s end-to-end services enable intelligent security operations.  
 

Global intel and local capacity 


